
COMMUNICATION SERVICES


AS4-Steckbrief 
/ AS4 Connection Sheet


Kontaktdaten / Contact Details

Firmenname / company Virtimo AG

Energy Identification Code / EIC 37X000000000116W

Technische Anfragen  
/ technical enquiries virtimo-cs@virtimo.de

Endpunkte / Network Parameters 

PROD URL  
/ production endpoint

https://b2b.prod.virtimo-cs.eu/as4

INT URL  
/ integration endpoint https://b2b.int.virtimo-cs.eu/as4

Port 443	 standard https

IP-Adressen  
/ IP addresses


inbound + outbound + INT + PROD

18.197.45.65 
3.125.227.88 
52.29.187.167

Netzwerksicherheit / TLS Parameters 

Unterstützte Versionen  
/ supported versions

1.2 + 1.3

Bevorzugte Chiffren  
/ preferred Cipher suites

TLS13-AES-256-GCM-SHA384 
TLS13-CHACHA20-POLY1305-SHA256 
ECDHE-ECDSA-AES256-GCM-SHA384 
ECDHE-RSA-AES256-GCM-SHA384 
ECDHE-ECDSA-CHACHA20-POLY1305 
ECDHE-RSA-CHACHA20-POLY1305

Zertifizierungsstelle 
/ certification authority

Let’s Encrypt  
(Details: https://letsencrypt.org/certificates/)

Aktualisierung des Serverzertifikats 
/ renewal of server certificate

automatisiert nach 60 Tagen  
/ scheduled every 60 days

Aktuelle Zertifikatskette  
/ current certificate chain

verfügbar unter / available at 
https://b2b.prod.virtimo-cs.eu/certs

https://letsencrypt.org/certificates/
https://b2b.prod.virtimo-cs.eu/certs


Alle weiteren Parameter entsprechen dem ENTSOG AS4 Nutzungsprofil in Version 3.6 
/ All remaining parameters are set according to ENTSOG’s AS4 Usage Profile, Version 3.6

Konfiguration / AS4 Parameters

AS4 Software Virtimo AG inubit BPM 

PartyId 37X000000000116W

Rolle / role ZSO

AgreementRef
http://entsog.eu/communication/agreements/EIC_A/EIC_B/V,


where »EIC_A«, »EIC_B« are the party’s EIC codes in alphabetical order 
and »V« is a number which increments which each certificate update.

Service A06

Verschlüsselungsalgorithmus / 
encryption algortihm

AES128-GCM

Signaturalgorithmus / 
signature algorithm

RSA-SHA256

Komprimierung / Compression application/gzip

Inhaltszertifikat / 
content certificate

-----BEGIN CERTIFICATE-----

MIIHojCCBoqgAwIBAgIQcefxr+TDgr0wgsHFfdvFzTANBgkqhkiG9w0BAQsFADCB

lTELMAkGA1UEBhMCR0IxGzAZBgNVBAgTEkdyZWF0ZXIgTWFuY2hlc3RlcjEQMA4G

A1UEBxMHU2FsZm9yZDEYMBYGA1UEChMPU2VjdGlnbyBMaW1pdGVkMT0wOwYDVQQD

EzRTZWN0aWdvIFJTQSBPcmdhbml6YXRpb24gVmFsaWRhdGlvbiBTZWN1cmUgU2Vy

dmVyIENBMB4XDTIwMDIwNjAwMDAwMFoXDTIyMDUxMDAwMDAwMFowgZAxCzAJBgNV

BAYTAkRFMQ4wDAYDVQQREwUxMDExNzEPMA0GA1UECBMGQmVybGluMQ8wDQYDVQQH

EwZCZXJsaW4xGTAXBgNVBAkMEEJlaHJlbnN0cmHDn2UgMTgxEzARBgNVBAoTClZp

cnRpbW8gQUcxHzAdBgNVBAMTFmIyYi5wcm9kLnZpcnRpbW8tY3MuZXUwggEiMA0G

CSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQDhdU9FSMPOCkraaxEZQfV3qZhxN2Aa

DdmdXCcol8gWVBPYZTlYqmLNch3z9e+cEhvKm5PM7hg/aRaCpa6faLeZ1d2osraU

9Rk0E1wibqdk3e8IXBwb2GIgMAMF3mBBLWruzsv3zcctLfO6h0RV9kjZ9S5i1SZ0

TlwOokcFzwxcvezICr9RwNT/WVQbOE4oalu3qeJ9Jd2frWHJt+87kHHP8ccrNzmA

6yRUobE7y+tYwCUO+vH7+jME7RvMrNorzpQENZZhhFmcoQVfV0RE1PSBV1/omKVG

cwmwv9O8V9qHXetikZWIe0OaJYS4HFi1SBs4tAcpx9t3Fg3VPBnzk0klAgMBAAGj

ggPvMIID6zAfBgNVHSMEGDAWgBQX2dYlJ2f5McJJQ9kwNkSMbKlP6zAdBgNVHQ4E

FgQUliIQTnU69etYM/WvC26qqQLaqoAwDgYDVR0PAQH/BAQDAgWgMAwGA1UdEwEB

/wQCMAAwHQYDVR0lBBYwFAYIKwYBBQUHAwEGCCsGAQUFBwMCMEoGA1UdIARDMEEw

NQYMKwYBBAGyMQECAQMEMCUwIwYIKwYBBQUHAgEWF2h0dHBzOi8vc2VjdGlnby5j

b20vQ1BTMAgGBmeBDAECAjBaBgNVHR8EUzBRME+gTaBLhklodHRwOi8vY3JsLnNl

Y3RpZ28uY29tL1NlY3RpZ29SU0FPcmdhbml6YXRpb25WYWxpZGF0aW9uU2VjdXJl

U2VydmVyQ0EuY3JsMIGKBggrBgEFBQcBAQR+MHwwVQYIKwYBBQUHMAKGSWh0dHA6

Ly9jcnQuc2VjdGlnby5jb20vU2VjdGlnb1JTQU9yZ2FuaXphdGlvblZhbGlkYXRp

b25TZWN1cmVTZXJ2ZXJDQS5jcnQwIwYIKwYBBQUHMAGGF2h0dHA6Ly9vY3NwLnNl

Y3RpZ28uY29tMD0GA1UdEQQ2MDSCFmIyYi5wcm9kLnZpcnRpbW8tY3MuZXWCGnd3

dy5iMmIucHJvZC52aXJ0aW1vLWNzLmV1MIIB9gYKKwYBBAHWeQIEAgSCAeYEggHi

AeAAdgBGpVXrdfqRIDC1oolp9PN9ESxBdL79SbiFq/L8cP5tRwAAAXAfPW+gAAAE

AwBHMEUCIFr/BW9W+7neOi+2gu/61+usO6UkDTyhAaXt0u8R0FBgAiEAr0Jvclrm

oIHbc7K54KxCEj9BT+qU+ODrTYDLmnOlkSgAdgBByMqx3yJGShDGoToJQodeTjGL

GwPr60vHaPCQYpYG9gAAAXAfPW9sAAAEAwBHMEUCIHzetEpNwegaZKv5eYwcw5Ne

BOU49wV7rPXOhCo1DqqgAiEAz2mqgEcX4SNCVEoGaywnjm12TXgVJ/pCjUOegmXE

n4cAdgBvU3asMfAxGdiZAKRRFf93FRwR2QLBACkGjbIImjfZEwAAAXAfPW9oAAAE

AwBHMEUCIA5mWdCEmwnEMiVLur0qdq8MZS+uRSyhRKpziq66/MfNAiEApJrJwI5O

AYi4va40xesOwiF4Wid+uLim9EPGbpTlby4AdgAiRUUHWVUkVpY/oS/x922G4CMm

Y63AS39dxoNcbuIPAgAAAXAfPXB9AAAEAwBHMEUCIC5jKQbfO93YyCvYObpLeFII

maUkSzoMG7VOFDLn8z46AiEAzqjpaU/5mD32Jq3XcAy1Sek0Zpt+BhoZ8PCdyzq4

dkAwDQYJKoZIhvcNAQELBQADggEBAIKw/KpnfCvhZmsvC+JECuCVbYXCzEPYvqAO

PQB9E25HO5lvBQ4x5cx3EokjK6Am+UGgYZjEsy1RWPGAkCQm92sPygtKl9bObjc7

l3ES29momUsCKgjOHnyTyqHkZhlL7RbRq8MEUM6DKvN76zqFUT3wqcB//pCarD8S

+kxDVWLutWGtCypydaMXxi6H8SlqnJux2T02xOskh43C58gfVosjAk1upE4gzv/G

0ilYeM66i4berkEVvpENMvRKCB5xyQRkSnrOy4vVpXm0ZpxxRIHaeJrGcT+0UVV7

mI7PZUH09tTqdwDcvHZNpX3whaCiUsxi+PMLRH03irLB9BkSm28=

-----END CERTIFICATE-----


