VWAVIRTIMO

COMMUNICATION SERVICES

AS4-Steckbrief
|/ AS4 Connection Sheet

Kontaktdaten / Contact Details

Firmenname / company Virtimo AG

Energy Identification Code / EIC 37X000000000116W

Technische Anfragen

. - virtimo-cs@virtimo.de
/ technical enquiries @

Endpunkte / Network Parameters

PROD URL
/ production endpoint

INT URL
/ integration endpoint

https://b2b.prod.virtimo-cs.eu/as4

https://b2b.int.virtimo-cs.eu/as4

Port 443 standard https
IP-Adressen 18.197.45.65

/ IP addresses 3.125.227.88
inbound + outbound + INT + PROD 52.29.187.167

Netzwerksicherheit / TLS Parameters

Unterstutzte Versionen

. 1.2+1.3
/ supported versions

TLS13-AES-256-GCM-SHA384
TLS13-CHACHA20-POLY1305-SHA256
Bevorzugte Chiffren ECDHE-ECDSA-AES256-GCM-SHA384
/ preferred Cipher suites ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-CHACHA20-POLY1305
ECDHE-RSA-CHACHA20-POLY1305

Zertifizierungsstelle Let’s Encrypt

/ certification authority (Details: https://letsencrypt.org/certificates/)
Aktualisierung des Serverzertifikats automatisiert nach 60 Tagen

/ renewal of server certificate / scheduled every 60 days
Aktuelle Zertifikatskette verfugbar unter / available at

/ current certificate chain https://b2b.prod.virtimo-cs.eu/certs



https://letsencrypt.org/certificates/
https://b2b.prod.virtimo-cs.eu/certs

Konfiguration / AS4 Parameters

AS4 Software Virtimo AG inubit BPM
Partyld 37X000000000116W
Rolle / role ZS0

http://entsog.eu/communication/agreements/EIC_A/EIC_B/V,

AgreementRef where »EIC_A«, »EIC_B« are the party’s EIC codes in alphabetical order
and »V« is a number which increments which each certificate update.

Service A06

VerschIuss§lungsalgc?r|thmus / AES128-GCM
encryption algortihm

Signaturalgorithmus / RSA-SHA256

signature algorithm

Komprimierung / Compression application/gzip

MIIHojCCBoggAwIBAgIQcefxr+TDgrowgsHF fdvFzTANBgkghkiGOwOBAQsSFADCB
1TELMAKGA1UEBNhMCROIXGzAZBgNVBAgTEKdYZWFOZXIgTWFuY2hlc3R1cjEQMA4G
ATUEBXMHU2F sZm9yZDEYMBYGATUEChMPU2V jdG1nbyBMaW1pdGVkMTOwOwYDVQQD
EZRTZWN@aWdvIFJTQSBPcmdhbml6YXRpb24gVmFsaWRhdGlvbiBTZWN1cmUgU2Vy
dmVyIENBMB4XDTIwMDIwNjAWMDAWMFoXDTIyMDUXMDAWMDAWMFowgZAxCzAJBgNV
BAYTAKRFMQ4wDAYDVQQREwWUXMDExNzEPMAOGA 1UECBMGQmVybG1uMQ8wDQYDVQQH
EwZCZXJsaW4xGTAXBgNVBAKMEEJ1aHJ1bnNOcmHDNn2UgMTgxEzARBgNVBAOTC1Zp
cnRpbW8gQUcxHzAdBgNVBAMTFmIyYi5wem9kLnZpcnRpbW8tY3MuZXUwggE iMAQG
CSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQDhdU9F SMPOCkraaxEZQfV3qZhxN2Aa
DdmdXCcol8gWVBPYZT1YgmLNch3z9e+cEhvKm5PM7hg/aRaCpa6faleZ1d2osral
9RkOE1wibqdk3e8IXBwb2GIgMAMF3mBBLWruzsv3zcctLfO6hORVIkjZ9S5i1SZ0
T1lwOokcFzwxcvezICr9RwNT/WVQbOE4oalu3qeJ9Jd2f rwHIt+87kHHP8ccrNzmA
6yRUObE7y+tYwCUO+VH7+3jME7RVMrNorzpQENZZhhFmcoQVfVORE1PSBV1/omKVG
cwmwv908V9qgHXetikZWIe@0aJYS4HFi1SBs4tAcpx9t3Fg3VPBnzkOk1AgMBAAGj
ggPVMIID6zAfBgNVHSMEGDAWgBQX2dY1J2f5McJJQ9kwNkSMbK1P6zAdBgNVHQ4E
FgQU1iIQTnU69etYM/WvC260qQLagoAwDgYDVROPAQH/BAQDAgWEMAWGATUJEWEB
/WQCMAAWHQYDVRO1BBYwFAYIKwYBBQUHAWEGCCSGAQUFBWMCMEOGA1UdIARDMEEwW
NQYMKwYBBAGYMQECAQMEMCUwIwYIKwYBBQUHAgEWF2h@dHBZz0i8vc2VjdGlnby5j
b20vQ1BTMAgGBmeBDAECA jBaBgNVHR8EUZBRME+gTaBLhk1lodHRwOi8vY3JsLnN1

Inhaltszertifikat / Y3RpZ28uY29tL1N1Y3RpZ29SUOFPcmdhbml6YXRpb25WYWxpZGF0aWouu2VjdxJ1
e U2VydmVyQ@EUY3JsMIGKBggrBgEFBQCBAQR+MHWWVQY IKWYBBQUHMAKGSWhOdHAG
content certificate Ly93jcnQuc2VjdGlnby53ib20vU2VidGlnb1ITQUIYZ2FuaXphdGlvblZhbGlkYXRp

b25TZWN1ecmVTZXJ2ZXIDQS5jcnQwIwYIKwYBBQUHMAGGF 2h@dHAGLY9VY3NwLNN1
Y3RpZ28uY29tMDOGATUJEQQ2MDSCFmIyYi5wecm9IkLnZpcnRpbW8tY3MuZXWCGnd3
dy5iMmIucHIvZC52aXJ0aW1vLWNzLmVIMIIB9gYKKwYBBAHWeQIEAgSCAeYEggH1
AeAAdgBGpVXrdfgRIDC1001p9PNIESXBAL79SbiFq/L8cP5tRWAAAXATPW+gAAAE
AWBHMEUCIFr/BW9W+7ne0i+2gu/61+us06UkDTyhAaXt@u8ROFBgAiEAr@Jvclrm
0IHbc7K54KXCE j9BT+qU+ODrTYDLMNO1kSgAdgBByMax 3y JGShDGoToJQodeTjGL
GwPr60vHaPCQYpYGIgAAAXAfPWISAAAEAWBHMEUCIHze tEpNwegaZKv5eYwcw5Ne
BOU49wV7rPX0hCo1DgqqgAiEAZ2mggECcX4SNCVEoGaywnjm12TXgVJ/pCjUOegmXE
n4cAdgBvU3asMfAxGdiZAKRRF f93FRWR2QLBACkGjbIImjfZEWAAAXATPWIOAAAE
AWBHMEUCIASmWACEmwnEMiVLur@qdq8MZS+uRSyhRKpziq66/MfNAiEApIrIwI50
AYi4va40xesOwiF4Wid+uLim9EPGbpT1lby4AdgAiRUUHWVUKVpPY/0S/x922G4CMm
Y63AS39dxoNcbuIPAgAAAXATPXBIAAAEAWBHMEUCICSjKQbf093YyCvYObpLeFII
maUkSzoMG7VOFDLN8z46AiEAzqjpal/5mD32Jq3XcAy1Sek@Zpt+BhoZ8PCdyzqg4
dkAwDQYJKoZIhvcNAQELBQADggEBAIKw/KpnfCvhZmsvC+JECUCVbYXCZEPYvVQAO
PQB9E25H051vBQ4x5cx3Eok jK6AM+UGEYZIEsy 1RWPGAKCQmI2sPygtk19b0bjc7
13ES29momUsCKgjOHnyTygHkZh1L7RbRg8MEUM6EDKVN76zgFUT3wqcB//pCarD8S
+kxDVWLUtWGtCypydaMXxi6H8S1gnJux2T02x0skh43C58gfVosjAkTupE4gzv/G
0i1YeM66i4berkEVvpENMVRKCB5xyQRkSnrOy4vVpXm@ZpxxRIHaeJrGeT+oUVV7
mI7PZUH@9tTqdwDcvHZNpX3whaCiUsxi+PMLRHO31irLB9BkSm28=

Alle weiteren Parameter entsprechen dem ENTSOG AS4 Nutzungsprofil in Version 3.6
/ All remaining parameters are set according to ENTSOG’s AS4 Usage Profile, Version 3.6



